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the botnet from using Web 2.0 service as a C&C channel
for communication. Since a bot must use API to post
information, we can verify if the user is a human being or a
bot before executing the API calls. Our tool, API Verifier,
will challenge the user with CAPTCHA if it detects that
the API call is from a new computer. More precisely,
when API is called, API Verifier will send the permanent
media access control (MAC) address of ethernet/wireless
card of the computer, which is globally unique, to the web
service for verification. Should the verification fail, i.e,
this MAC address does not match with the one associated
with the username, the user will be requested to enter
characters on a CAPTCHA image. Since the bot cannot
solve a CAPTCHA challenge, the access attempt will not
be verified. To avoid the MAC address being spoofed
while being sent to web server, our tool also employs an
encryption algorithm.

Abstract—Recently, botnet, a network of compromised computers, has been recognized as the biggest threat to the
Internet. The bots in a botnet communicate with the botnet owner via a communication channel called Command
and Control (C&C) channel. There are three main C&C
channels: Internet Relay Chat (IRC), Peer-to-Peer (P2P)
and web-based protocols. By exploiting the flexibility of
the Web 2.0 technology, the web-based botnet has reached
a new level of sophistication. In August 2009, such botnet was found on Twitter, one of the most popular Web
2.0 services. In this paper, we will describe a new type of
botnet that uses Web 2.0 service as a C&C channel and
a temporary storage for their stolen information. We will
then propose a novel approach to thwart this type of attack.
Our method applies a unique identifier of the computer, an
encryption algorithm with session keys and a CAPTCHA
verification.
Index Terms—botnet, Web 2.0, Trojan 2.0, API, MAC address, communication channel, CAPTCHA

I. Introduction

The paper is structured as follows. The next section
will explain in detail botnets and their communication
methods. In Section 3, we will describe an attack scenario,
where a botnet uses a legitimate Web 2.0 service as a
C&C channel to by-pass the current botnet detection
tools. A summary of related works is presented in Section
4. We then propose an approach to detect the botnet
2.0 communication channel and introduce our tool, API
Verifier, in Section 5. Section 6 is dedicated to a discussion
about possible attacks and countermeasures. Conclusion
and open problems are detailed in the final section.

Botnet is a network of compromised computers - called
bots - that can be remotely controlled by an attacker
through a predefined command and control (C&C)
channel such as Internet Relay Chat (IRC), Peer-to-Peer
(P2P) or web-based protocols [14]. Botnet has been
recognized as the biggest threat to the Internet because
of its criminal usages. These include Distributed Denial
of Service (DDoS) attacks, spamming, traffic sniffing,
key logging, identity theft and malware spreading [12].
As traditional IRC C&C methods are becoming quite
easy to detect, the current trend is to use web-based and
P2P models for C&Cs. In particular, web-based bots are
predicted to grow due to Web 2.0 security weaknesses [12].

II. Botnets and their Communication Topology
A botnet is a network of compromised computers, which
are called bots (also called zombies or drones). The hacker
controlling a botnet is called botherder or bot-master. It is
also important to distinguish a computer that has become
a bot (or botnet client) from a computer that has been
broken in by a hacker. Schiller et al. [14] define a botnet as
a collection of computers that meets the following criteria:
• the botherder is able to take action on the bots without
having to log into the bot operating system.
• bots must be able to act in a coordinated fashion to
accomplish a common goal (of the botnet) with little
or no intervention from the botherder.
A typical botnet will consist of a bot server (usually
IRC server), one or more bot controllers (optional) and
hundreds or thousands of bots. Each bot after joining
the botnet is sitting on the IRC channel and listening
to commands. when making an attack, the botherder

The new breed of botnets exploits Web 2.0 technologies such as RSS feeds, API (Application Programming
Interface), blogs and mashup and have reached a new level
of sophistication. For example, Trojan 2.0 uses a popular
public web service such as Google or Yahoo as a C&C
channel for communicating with botnets [6]. In August
2009, a botnet that used Twitter as a C&C channel
was found [26]. The “Twitter” botnet uses the status
messages to send out new links to contact, then these
contain new commands or executables to download and
run. The bots in the “Twitter” botnet use the RSS feed
to get the status updates. Since these are legitimate sites
and the communication is just like normal web traffic,
this type of attack is difficult to detect by the current tools.
In this paper, we will present a method to prevent
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popular service, which is white-listed by most of detection
tools. This type of Trojan is named Trojan 2.0 by Finjan, a
provider of secure web gateway solutions for the enterprise
market [6]. In this paper, we call the botnets that use this
communication method as Botnets 2.0.

issues a command/message to the bot server that futher
communicates with the bots. The bots then execute the
commands and report back the results to the IRC server.
Although IRC has been proven to be the best and
dominant botnet communication protocol for many years
[14], [13], it still has a weakness - it is centralized. With a
simple structure as shown in Figure 1, every bot listens to
and reports to a central location. If the IRC server that
collects the information from the bots is detected, then
by shutting down the server, the whole botnet is normally
destroyed. In addition, sitting on an IRC channel, a message can be easily eavesdropped. That means commands
from the botherder can be easily eavesdropped and even
interfered as they transmitted via an IRC channel openly.
The P2P botnet structure, on the other hand, is decentralized by creating a “buddy list” for each bot. In
other words, a bot knows N other bots whose names
are in its “buddy list”. To issue a command to a
P2P botnet, the botherder will inject the command
to several bots that she trusts. These bots will execute the command and pass it to all bots listed in its
buddy list and so on. Because of the lack of a centalized
controller, P2P botnets are harder to track and shut down.

IV. Related Works
Although botnets appeared almost 10 years ago, they
have only recently sparked an avalanche of research.
Main research effort has been directed into a development
of new tools for detecting bots and botnets. Most of
the techniques used are based on existing tools already
applied for detecting viruses, Trojan horses and designing
anti-spam software. New techniques apply a blend of various techniques such as honeypots and tracking techniques.
One of the most common methods for detecting bots
is an analysis of network traffic flows. Some attempts
have been made to examine traffic contents in order to
find IRC botnet commands. Once found, the source of
the traffic is identified and then shut down. Livadas et.
al., proposed to use machine learning-based classification
techniques to identify C&C traffic of IRC-based botnets
[9]. Other approaches focused on an examination of traffic
behavior such as bandwidth, duration of sessions and
packing timing in order to identify botnets activity [9]
[17]. However, these methods rely heavily on the historical
data, which quickly gets obsolete if the data set is not
updated. These approaches are also likely to produce a
high rate of false positives [2].

Recently, the third type of botnets has emerged. Unlike
the previous botnets, the C&C channels are implemented
using public web services. This type is called web-based
botnets. Similar to the IRC botnet, a web-based botnet
is centralized with a web server as a central command
and control server (see Figure 1). Instead of sitting on
an IRC/P2P channel and listening to the commands, the
web-based botnet can exchange a single command with
the server and close the connection. Because the connection established by web-based bots is not permanent, it is
more difficult to detect and thwart this attack.

Although Web 2.0 has improved our ability to freely communicate and share information, its great flexibility has
also offered new C&C communication tools to potential
attackers. One of the most significant threats is that
attackers can use popular and publicly access Web 2.0
services such as Google or Yahoo blogs to communicate
with her bots (see Figure 2) [6].

Application of honeypots is a well known technique
for discovering activities of attackers who own botnets.
A honeypot is actually a bot that joins a botnet to
spy and gather information about the botnet [11] [15].
Many researchers and security managers have been using
honeynets, networks of more than one honeypots, to learn
more about botnets and shut them down if possible. For
example, the Honeynet Project [15] has done extensive
work on capturing bots and characterizing botnet activities. This experience provided a valuable information
to the research community. However, maintaining a
honeynet system is expensive and is risky as the honeypot
may harm other computers while trying to act like a real
bot to avoid the bot-master’s honeypot detection.

In particular, the attacker will post commands/updates to
a public blog service and thanks to RSS, her bots will be
alerted and get those commands/updates from the blog
service. The bots then run the commands/updates and
subsequently send responses or stolen information such as
user’s bank accounts or sensitive information to the blog
service. The attacker will collect the stolen data when
alerted by RSS. So the attacker uses public blog service as a
temporary storage for C&C and stolen data. Consequently,
the attacker can hide her identity as well as can by-pass
current botnet detection tools since the communication is
just like a HTTP traffic and the blog service used is a

Another well known technique is network traceback,
which attempts to determine the attacker’s location by
tracing the IP address of the bots. The IP tracing technique is trying to locate the source of the botnet packets
by placing filters in a few key points in the network or
probabilistically adding markings to IP packets to trace
the source of the packets [5] [7]. In the connection chain
traceback technique, the first step is to contact the previous host and ask the administrator to investigate her own
systems. Then this process continues recursively across
all hosts on the chain, which is an expensive investigation.
There are only a few published works on connection chain
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tracing and none of the IP tracing techniques has been
successfully implemented.

request is denied and as a result, the communication channel between bots and the attacker cannot be established.

The above techniques, however, do not cover Botnet
2.0. Traffic analysis and honeypot techniques are unlikely to work for Botnet 2.0 as the bot activities are
indistinguishable from typical http requests and responses
generated by legitimate users and web sites. As long as
the tracing techniques are concerned, they fail because
they are going to find the address of an legitimate web
site. Note that, in Botnet 2.0, the bot-master never
communicates directly with their bots. To our best
knowledge, there has not been published any work that
addresses the protection against Botnets 2.0. In the next
section, we will present a method to protect web server
from Botnet 2.0 exploitation.

To be able to identify if an API call is from a new/different
computer, we need to have a unique and permanent identifier of the computer. In this paper, we use the permanent
MAC address, which is globally unique and identifies the
computer. We will discuss further how to guarantee that
the permanent MAC address will not be spoofed by the
attacker during the verification phase in Section 6.
B. Concept of API Verifier
B.1 API Verifier Work Flow
The API Verifier consists of 2 components: an API Verifier
Client and an API Verifier Server. The main functionality
of the API Verifier is to check if a user is a human being,
before letting the API call from the user be executed by the
web server. The API Verifier at the client side is a program
installed on the user’s computer. When the user makes an
API call to the web server, the API Verifier runs a protocol
between client side (user’s computer) and the web server.
The API Verifier Client sends a request to the web server
and gets a time token in return. The API Verifier Client
then gets the permanent MAC address of the computer
and encrypts it using a private key cryptosystem. The
key is a session key which is combined from the secret
key and the time token and sends it to the API Verifier
Server for verification. The API Verifier Server decrypts
the message to get the MAC address and compares it with
the existing MAC address associated with the user. If they
match, it means that, the user uses the same computer as
before and the verification is passed. Otherwise, the user
works from this computer for the first time. Consequently,
the API Verifier will present a CAPTCHA image to the
user for verification. If the user is a human being, they
will be able to enter the CAPTCHA string and pass this
verification stage. The API Verifier will then update user’s
info with the new MAC address so that next time when
the user uses the same computer, they will not be asked to
enter CAPTCHA again. If the user is a bot, it will not be
able to pass the CAPTCHA verification, hence, it will not
be allowed to make any API call to the web server. See
Figure 3 for details.

V. API Verifier
A. Motivation
To update information on Web 2.0 sites, a bot must
use API provided by the Web 2.0 service. API stands
for Application Programming Interface which is a set
of functions or methods for external system/program to
access some functionalities provided by the service. In
particular, the bot is programmed to contain methods
calling the blog API functions to update old and to create
new entries. To prevent bots to access API, we can
verify whether a user is a bot or a human being. If the
verification shows that a user is not a human being, the
access is denied.
It is known that the CAPTCHA techniques can distinguish a computer program (bot) from a human being
(n.b. CAPTCHA stands for Completely Automated
Public Turing test to tell Computers and Humans
Apart [1]). Therefore, we will challenge the user using
a CAPTCHA image for verification. This request only
happens once a user calls first time API from a given
computer. In other words, if the user has passed a
CAPTCHA verification on a computer A, the user will
not be asked for CAPTCHA verification when they use
the same computer again.
How the above approach can prevent Botnet 2.0 from
abusing web services? To set up a Botnet 2.0, the attacker
needs to sign up for one or several accounts in a blog
web service then he needs to write a program (bot) to
automatically post blog entries to the blog web service
from a victim computers. This means one blog account
is shared by many bots (computers). When a victim
computer is infected by a bot 2.0, the bot will do its
activity by starting reporting back to the attacker by
posting information to the blog service using API. If the
web server learns that the API call is from a new/different
computer, it will request the user to verify himself by
solving a CAPTCHA. However, because the user is a bot
which cannot “read” letters on the CAPTCHA image, it
cannot pass the CAPTCHA verification. Hence, the API

B.2 API Verifier Client
As mentioned above, the API Verifier is a program running
at the client side. The API Verifier Client is also a library
that a user needs to import into their code to be able to
use the Web 2.0 service’s API. It has two main classes: a
Server Interaction and a Client Information (see Figure 4)
1. Client Information: gets permanent MAC address
from the Operating System, encrypts the MAC Address and returns the encrypted message to the Server
Interaction.
2. Server Interaction: handles all interactions with the
server such as making connection, sending/receiving
data, displaying CAPTCHA images returned from
the server and getting CAPTCHA strings entered by
20

MAC address is to query looking up for an object with the
identifier OID 802 3 PERMANENT ADDRESS [20].

users. The Sever Interaction also communicates with
the Client Information to pass tokens to and receive
encrypted MAC addresses from the Client Information.

B.7 CAPTCHA Verification
CAPTCHA verification happens when the MAC address
sent from the user’s computer does not match the one in
the user profile stored in the server database. The API
Verifier Server will generate a random string, put it to a
CAPTCHA image and send the image to the client side.
The API Verifier Client will display the CAPTCHA image
and get the CAPTCHA string entered by the user then
send it back to the server for verification. The CAPTCHA
image must be hard to solve by a computer program but
readable by a human being. A user has three attempts of
solving CAPTCHA within a given amount of time (which
can be adjusted in the server).

B.3 API Verifier Server
The API Verifier Server is software at the server side
which is responsible for interaction with the API Verifier
Client. The interaction is done by performing the following steps: authentication, MAC address verification,
CAPTCHA generation and verification and executing API
calls. The API Verifier Server also handles time token generation and updating user’s profile when needed.
B.4 Authentication
Only valid users are able to make API calls to the server.
The Server Interaction is responsible for encrypting username/password and sending them to the server for authentication. At the server side, The API Verifier Server
decrypts the username, password using the same key, verifies these credentials and responses to the client. After
the authentication step, the API Verifier Server generates
a random token and returns it to the client; otherwise returns an error message. The API Verifier Server is also
customizable to handle session for a given time. For example, the response from the client has to be received by
the server within a fixed time interval (say 3 minutes).
Otherwise, the session between the client and the server is
terminated.

B.8 Update of User Profile
A user profile consists of a username, a password, a description of the user and a MAC address. When the user
registers for an account, the username, the password and
other information except the MAC address are stored in
the database. At the beginning, the MAC address field is
empty because the MAC address is only used for API verification and many users may never use an API to auto post
an entry. During the API Verifier process, only the MAC
address can be updated. To address the privacy concern
about the permanent MAC address, the MAC addresses
is encrypted while sending via the Internet and protected
by using hashing when storing in the server database. The
MAC address in the user profile needs to be updated in
two situations:
1. When the user uses API for the first time. In this
case, the MAC address at the server side is empty so
the system needs to store the MAC address after the
user has passed the CAPTCHA verification.
2. When the user calls API from another computer. In
this case, the MAC address sent from the API Verifier
Client is different from the one stored in the database.
The new MAC address will replace the old one after
the user has passed the CAPTCHA verification. If
the service allows one user to have multiple MAC addresses, e.g three MAC addresses, up to three MAC
addresses will be stored. If all three slots for the MAC
addresses are used, the new MAC address will replace
the first one, which is the oldest one.

B.5 Session Keys
Session keys are used to encrypt the MAC addresses. Note
that this key is different from the secret key used for authentication. A session key is generated independently
each time an API call is made. It is created by XOR-ing
the secret key contained in the API Verifier Client with a
time token returned by the server after a successful authentication. The secret key is generated once and used for all
instances of API Verifier, where as the token is randomly
generated with respect to time when an API call is made.
B.6 Permanent MAC Address
For each ethernet/wireless adapter, there are current and
permanent MAC addresses. The current MAC address is
the one stored in the operating system registry and displayed as the physical address when you view detailed network configuration information with the ipconfig utility.
On the other hand, the permanent MAC address is not displayed and is the code burned in the EEPROM of the device [4]. By default, the current MAC address is the same
as the permanent one. However, the current MAC address
is easy to be changed (see [19] for how to change the current MAC address in Windows XP) while the permanent
MAC address cannot be modified unless the manufacturer
does it for you. In our tool, we only use the permanent
MAC address. The reasons for that will be discussed in
Section 6. In Windows, one way to obtain the permanent

C. Implementation
A simple API Verifier has been developed for evaluation.
The tool is implemented using Java and J2EE and is
compatible with Windows platforms (XP and Vista were
tested). The encryption algorithm we use is AES (Advanced Encryption Standard) and the length of the key is
128 bits. For simplicity, some properties files are used instead of a database for storing user’s profiles. To get the
permanent MAC address, it requires a very low level of
code to interact with the device. We use a licensed library
called Coroutine for getting the permanent MAC address
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assume that OS kernel is not taken over by the bot and
returns the correct permanent MAC address.

[23]. To ensure that a CAPTCHA image is hard to solve
by a computer program, we distort the characters of the
CAPTCHA string on the image and make segmentation
difficult by introducing angle lines on the string.

A.2 Changing the encrypted MAC address
In this scenario, the bot will replace the MAC address
encrypted by the API Verifier Client (message A) by the
desired one (message B) while it is being sent to the server
for verification. To protect our system against this attack,
we employ an encryption with a session key. Note that
using a secret key alone cannot prevent this type of attack
because the attacker can use the encrypted message of
her desired MAC address for every bot, without the need
of knowing the secret key. To get a “valid” encrypted
message of a MAC address, the attacker can use a computer in a public internet service to make an API call to
the server, sniff the traffic between the computer and the
server, analyze it and get the whole encrypted message
of the MAC address (message B) of the computer. After
infecting a victim’s computer, a bot sends message B to
the server for the MAC address verification. The server
will decrypt message B to get the original MAC address.
Because the attacker has already passed MAC address
and CAPTCHA verification when she used the computer
in the public internet service, her bots will pass the MAC
address verification too. As a result, her bots are able to
post information to the web service.

VI. Security Analysis
In this section, we will discuss about possible attacks
against the API Verifier, its limitations and possible ways
to address these issues. There are three main attacks as
shown in Figure 5.
1. Spoofing MAC Address: this attack can be done in
two places: (a): changing the MAC address of the
computer before the API Verifier Client gets the MAC
address from the OS. (b): changing the encrypted
MAC address when it is being sent from the API Verifier Client to the server.
2. API Verifier Client Fraud: the attacker may use his
own program to imitate the API Verifier Client functionalities and make API calls to the server.
3. Distributed Denial of Service attack: the attacker
may use the API Verifier Client to send requests to
the server from a huge number of bots.
A. Spoofing MAC Address
The API Verifier needs to be able to guarantee that the
MAC address cannot be spoofed by an attacker, otherwise,
she just needs to use the same MAC address for every bot,
hence by-passing a CAPTCHA challenge. As mentioned
above, the MAC address can be changed in two places.

To defeat this attack, we use a session key, which is
a combination of the secret key and a time token returned
by the server, to encrypt the permanent MAC address.
As the attacker does not know the private key and the
time token is random each time, the session key is unique
for each API call. Consequently, the attacker will not be
able to spoof the MAC address using this method.

A.1 Changing the MAC address of the computer
It is true, MAC address can be changed quite easily. However, that MAC address is only the current MAC address,
which is stored in the operating system (OS) registry. The
permanent MAC address is the code burned in EEPROM
of the device and cannot be changed. Therefore, the API
Verifier Client will only use the permanent MAC Address.

B. Protection of API Verifier Client and the secret key
The second possible attack is to replace the API Verifier
Client with the attacker’s own program (bot) that can
mimic all API Verifier Client functionalities. Before sending out the bots, the attacker makes an API call to the
server, solves the CAPTCHA challenge so that her desired
MAC address will be saved in the server database. After infecting a victim computer, the bot makes API calls to the
server using the attacker account credentials. When the
server asks for MAC address verification, the bot send the
attacker’s MAC address rather than the MAC address of
the victim computer. Because the MAC address sent from
the bot matches the one stored in the user’s profile, the
API Verifier will not challenge the bot with a CAPTCHA.
Hence, to avoid this attack, we need to ensure that the
API Verifier Client is well guarded against the attackers
who may try to replace it with a corrupted one. The API
Verifier Client is considered to be secure if the following
requirements are satisfied:
1. it is hard to guess/recover the secret key of the API
Verifier Client
2. it is hard or impossible to disassemble the API Verifier Client (reverse engineering)

To spoof the permanent MAC address, the attacker
needs to hijack the OS kernel and modify the way the OS
communicates with the ethernet card, which is expensive
and should be detected by firewall or other anti-virus
software. Unlike other type of malware, bots’ intention
is not to destroy or completely take over the computer.
Bots rarely announce their presence, instead they infect
networks in a way that escapes immediate notice [24]. For
bots, the less activities, the better. They silently reside
on victim computers, steal data and wait for commands
from the botherther. Therefore, bots rarely hijack the OS
kernel because of the high risk of being detected.
Because the main scope of this paper is to address
the communication of bots via web 2.0 service, another
research paper is required if we want to completely
address the matter of how to protect OS kernel from being
hijacked or if we want to implement a function to detect
if the kernel is compromised by a bot and cannot return
a trusted permanent MAC address. In this paper, we
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the Botnet 2.0 in which the bots in the botnet must not
directly communicate with the bot-master; otherwise, her
identity can be traced back. In addition, a user only has a
given amount of time (for example two minutes) to solve
a CAPTCHA. Therefore, this attack requires the attacker
to monitor each bot and support them on time, which is
impossible if a botnet consists of thousands of bots.

For the requirement(1), we need to carefully choose the
key length and encryption algorithm so that it is secure
as well as does not heavily affect the system performance.
Therefore, we use AES with a 128 bit key. We can always
increase the key length to improve the security of the key.
For the requirement (2), we can use obfuscation to
protect the API Verifier from being decompiled and
to hide the secret key used in the API Verifier Client.
Obfuscation is a technique of making a content very
hard to read and understand. Although obfuscation is
not provable secure, in practice, it makes the reverse
engineering task very costly in terms of time and effort
[10]. This technique has been used by many computing
leaders such as Microsoft, Oracle and Sun to protect
their software. In addition, some coding languages are
more prone to obfuscation than others. C, C++ and
Perl are most often cited as easily obfuscatable languages
[8]. Therefore, a good choice of coding language and
an obfuscation tool can improve the protection of API
Verifier.

Another way is that the bot could trick the user
into solving the CAPTCHA by posing it when the user
web surfs to any site or sending the CATPCHA image
to other users in the botnet with hope that one of them
is surfing a website and solves the challenge for them.
To avoid this attack, we can display a prompt to the
user on the CAPTCHA image. For example, the image
will not only contain characters to enter but also a clear
message like “Please enter below characters to gain access
to automatic updating information to XYZ web service.
If you are not using this service, you should not enter any
character” or something like that. We also give the bot a
hard time by using random size for the image and making
the prompt hard to be extracted from the image. Because
the time for solving CATCHA is short, this type of attack
is unlikely to be launched successfully. In addition, we
can detect if the bot sends the image to many users in the
botnet by monitoring the network traffic at that time. If
after the CAPTCHA image is displayed, a high load of
sending package is detected, the API Verifier will generate
and display another CAPTCHA image. After three
attempts, the API Verifier will terminate and only allow
another attempt in a certain amount of time. Please note
that the API Verifier will not always monitor the network
traffic, this action only happens when a CAPTCHA
verification is required, which is only when the user first
time use the computer to call API to the web service.

C. By-passing the CAPTCHA Verification
Another attack is to by-pass the CAPTCHA verification
by using one of the following techniques:
(a) targeting victims that have already passed CAPTCHA
verification, then using the victim accounts rather than
the attacker account. Because the user have already
passed the CAPTCHA verification, when the bot calls
API using the same account to post stolen information,
it will not be asked for solving a CAPTCHA again.
However, the information stolen from the victim is useless
to the attacker because the information is posted to the
victim blog rather than attacker one. The victim will also
easily figure out that her computer is infected by a bot
once they find an unexpected entry in their blog.

D. Distributed Denial of Service attack
Since the MAC address and CAPTCHA verifications
would require adequate resources for generating time token/CAPTCHA, decrypting and verifying, an attacker
may request the MAC address and CAPTCHA verifications repeatedly from a large number of bots to overload
the web service (DDoS attack). To prevent this, an API
Verifier will support an option, which allows us to set limit
on the number of verification attempts. For example, we
may restrict a user to solve the CAPTCHA challenges for
no more than three times. If they all fail, the user will
need to wait for a certain amount of time or the account
will be blocked. For the MAC address verification, the API
Verifier will only allow one API call per user at a time. Because many bots usually share the same account, this will
prevent the attacker from using thousands of bots to make
simultaneous requests to the web server.

(b) solving the CAPTCHA by analysing the picture
and extracting characters on the image. According to
Mori and Malik [25], their approach of solving CAPTCHA
image can identify characters on a CAPTCHA image
with high rate of accuracy. However, we can always make
a CAPTCHA harder to be analysed such as distorting
the characters of the CAPTCHA string on the image
and making segmentation difficult by introducing angle
lines on the string as used in our implementation. We
can even make it harder to break by asking the
√ user
to solve some simple logical problems, e.g,
25 or
“Only enter characters in <random color> (e.g red)” or
“Only enter the first character of each word” so that the
user needs to think rather than only looking to gain access.
(c) sending the CAPTCHA image to someone (humanbeing) to solve the CAPTCHA challenge for the bots. If
the bot send the CATPCHA to the attacker, the bot will
definitely get the answer for the CAPTCHA challenge.
However, this violates one of the most important rules of

E. Multiple MAC addresses
Sometimes, users may wish to access several computers to
automatically post entries to the web service. So allowing
one MAC address per account may cause inconvenience to
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the users. The API Verifier can be customized to support
multiple MAC addresses for one user account. For example, users are allowed to use up to three MAC addresses for
the same account. When the user uses the fourth computer
to call API, the user will be asked to solve a CAPTCHA.
If they pass the verification, the new MAC address will
replace the oldest MAC address associated with the user
account in the database. Supporting a small number of
MAC addresses per account will not increase the chance
for the attacker to succeed and maintain a Botnet 2.0. Although one account can be shared by a number of bots, as
a botnet usually consists of thousands of bots, it still requires thousands of accounts and CAPTCHA verifications
that the attacker cannot afford.

future research, we will look at other alternatives such
as Universally Unique Identifier (UUID) [16] or Trusted
Platform Module [22] which may offer different ways
to identify the computer as well as address the virtual
machine limitation. TPM may also offer a more secure
way to protect the unique identifier from being spoofed.
Because of research purpose, we have only implemented API Verifier compatible with Windows XP and
Vista platforms which are run by majority of personal
computers. Other platforms such as Linux, MAC or
mobile phone OS will require different techniques to get
permanent MAC address as well as to display CAPTCHA
properly. We have not either implemented the monitoring
network traffic function to against by-passing CAPTCHA
verification attack as mentioned in section 6.3. If API
Verifier goes to production, the above challenges must be
taken in to account.

F. Virtual Machine
One shortcoming of the API Verifier is that it cannot get
the permanent MAC address of a computer when the API
is called from a virtual machine running on the computer.
Therefore, we currently do not allow a user to use virtual
machine to automatically post entries to Web 2.0 services.
If the API Verifier cannot get the permanent MAC address
because the user is running a virtual machine, an error
message will be returned to inform the user and ask them
not to use virtual machine to make API calls to the web
server. Although this is a non-trivial limitation, it will not
have a significant effect on the users as a majority of them
do not use virtual machine for posting blogs or information
to websites.
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Botnet 2.0, which attempts to exploit the flexibility of
Web 2.0 to maintain and expand the botnet. We have
proposed and implemented a novel approach to prevent
bot-masters from using Web 2.0 as a C&C communication channel and a temporary storage for the stolen
information. Our implementation shows that the API
Verifier can successfully detect if a user is a bot before
allowing them accessing to API. If the user is a bot, the
API call is denied and as the result, the bot cannot post
any information to the web services. Consequently, the
communication between the bots and the bot-masters
cannot be established. The API Verifier is also carefully
designed so that it is immune against all possible attacks
including spoofing MAC address and DDoS attacks. The
API Verifier is also protected against reverse engineering.
However, there is one weakness that the current version of
API Verifier cannot get the permanent MAC address of a
computer if it is running a virtual machine.
Although this is not a complete solution yet, we believe that the API Verifier is the first system that is able
to detect Botnet 2.0 communications. The key of the
approach is to base on a unique and permanent identifier
to identify a computer and protect this identifier from
being spoofed. In this paper, we use the permanent
MAC address as the identifier of the computer. In
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Fig. 1. Topology of a typical botnet

Fig. 2. Trojan 2.0 Command and Control
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Fig. 3. The API Verifier Workflow

Fig. 4. Components of API Verifier
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Fig. 5. Model of Possible Attacks
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